Meeting Your Cybersecurity Obligations

By Steve Rubin and A. jonathan Trafimow

The Federal Trade Commission {“FTC"), carrently
the predominate enforcer of cybersecurity regulations,
has comumented that “security is an ongoeing process of
using reasonable and appropriate measures in light of the
circumstances”! which is not covered by any checklist.?
Failure to take appropriate steps to adequately come into
compliance subjects a business to possible enforcement
actions by agencies, lawsuits from affected consumers
and fines from various state regulations. Compliance
with the number and complexity of federal and state
cybersecurity laws and regulations is no simple task. In
this evolving legal environment, a Written Information
Security Plan (“WISP”) provides the necessary structure
companies need to identify and implement conforming
practices. A WISP not only allows a company to adapt to
industry and regulatory changes, but also incorporates
legal principles to mitigate damages in the event of an
incident.

Cybersecurity Regulations—Specific and General

Nearly every business is subject to some form of cy-
ber security regulation. The U.S. Securities and Exchange
Commission (the “SEC”}, Office of the Comptroller of
the Currency {the “OCC"), and Centers for Medicare &
Medicaid Services (the “CMS”), along with several other
state and federal agencies, have all begun to incorporate
cybersecurity principles into their regulations. This has
led to a myriad of rules, each having its own jurisdiction-
al scope and requirements. These rules generally require
a number of technical safeguards, such as the implemen-
tation of firewalls, anti-virus software, system audits and
that the company’s security standards be documented.
But, depending on the type of information a business
collects, agencies may also impose additional constraints.
Where information has traditionally been highly regu-
lated, agencies have begun to require specific safeguards.
The Health Insurance Portability and Accountability Act
of 1996 ("HIPA A"} requires that covered entities restrict
and document access to protected health information;®
determine which applications are important to patient
care;* and record the movement of hardware and elec-
tronic media.” For registered investment companies and
advisors, the SEC has provided that failure to prepare for
a cyber incident could result in a breach of their fiduciary
obligations,® and make the company liable for fraudulent
activity.” The SEC has also suggested that a covered en-
tity’s cybersecurity obligations may extend to commercial
or market-sensitive information.® Finally, the Sarbanes-
Oxley Act of 2002 (“SOX") imposes severe penalties on
corporate officials who fail to implement internal con-
trols, including technical salfegua}'cis,9 to ensure the truth
and accuracy of each annual or quarterly report."

Even when a comnpany’s practices are not regulated by
the above agencies, they may still be subject to the regula-
tions of the FTC. Under section 5(a) of the Federal Trade
Commission Act ("FI'CA”), the FTC may sue any business
subject to its jurisdiction for engaging in “acts or practices
in or affecting commerce” that are “unfair” or “decep-
tive.”!* The FIC has brought several actions against de-
fendants where those defendants claimed to have reason-
able security, but failed to implement sufficient measures
to prevent, detect, and respond to unauthorized access to
their computer networks.'? As a result, companies have
been subjected to fines, required to implement a compre-
hensive information security plan and obligated to obtain
audits by independent third party security professionals
for 20 years.

A company’s compliance obligations do not stop with
its internal practices, but also extend to their relations
with company affiliates. In GMR Transcription Services,
Inc., the FTC found that the defendant failed to implement
reasonable and appropriate security by not contractually
requiring appropriate safeguards and not monitoring its
vendor to ensure its compliance.”® While a company may
not be able to directly control its affiliates” practices, a
business can nonetheless take precautions to show that it
assessed its affiliates” cybersecurity and required them to
implement appropriate safeguards.

As a part of any information security progran, coun-
sel should review any vendor agreements along with its
vendor’s WISPs and security audits. Attorneys should
make sure that these agreements include, among other
things, a provision mandating notification if the vendor
updates its security practices or significantly changes its
operating procedures. While it is unclear what consti-
tutes appropriate monitoring, counsel should review its
vendors” WISPs to assess their cybersecurity practices.
Depending on the nature of the information being shared,
it may be necessary ta require the vendor to undergo a se-
curity audit immediately or at random intervals through-
out the business relationship.

A company's cybersecarity practices need not be per-
fect. Where a company has taken every reasonable precau-
tien, the FFC has provided that a breach “will not violate
the laws that [it] enforces.”* Companies seeking to imple-
ment appropriate cybersecurity safeguards should ensure
their WISP is in compliance with the National Institute of
Standards and Technology's Cybersecurity Framewark
("NIST Framework”™). In response to growing cybersecu-
rity concerns, President Obama signed Executive Order
13636 which directed the National Institute of Standards
and Technelogy to develop a Cybersecurity Framework.
Following the release of the draft standards, on February
12, 2014, the final NIST Framework took effect. The FTC
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has already stated that the NIST Framework “is fully
consistent with the FTC's enforcement framework”! as
to matters of risk assessment and mitigation.

WISP Comes to the Rescue

As an essential part of a cybersecurity program and
before a potential breach occurs, companies need to
develop a WISP, an internal company document that enu-
merates a company’s regulatory requirements, risks and
responses to determine its conformity. A WISP identifies
and ranks the critical components of a business accord-
ing to its business objectives and legal obligations. The
company can then concentrate its available resources in
areas requiring heightened security and elimitate those
where such protection is not incumbent. As a company’s
obligations fluctuate, a WISP offers an effective means of
continuing to provide appropriate safeguards.

As a result of technological developments and
changes in business practices, companies must continu-
ously adapt their security structure to meet the demands
of new regulations and industry best practices. Events
such as acquiring business from other countries, out-
sourcing company functions and utilizing new software
can alt have profound effects on a business’s compliance
needs. A WISP pinpoints how data traverses a company’s
network and helps identify gaps in its security practices.
A company can then assess potential risks and implement
reasonable cost-effective responses to meet its regulatory
requirements.

While the law continues te struggle to keep up with
technology, old regulations may be interpreted broadly
in an attempt to address the technologically changing
landscape. A WISP structures a company’s review and
organization of its cybersecurity infrastructure and facili-
tates improvements. For example, a WISP can develop a
record of how a company: identifies sensitive informa-
tion, addresses threats, manages risk and continuously
improves its security infrastructure by learning from
previous incidents. Without such a structure, a business
may fail to recognize a critical component of its cyberse-
curity framework and will be less prepared to adapt to
the evolving law.

A WISP Can Limit Customer Actions

The benefits of a WISFE are not limited to proving a
company’s regulatory compliance; it also has the poten-
tial to limit customer lawsuits by showing a company
took reasonable steps to protect its data. As discussed
below, companies that can demonstrate that their stolen
data was effectively protected or that they employed rea-
sonable practices but could not prevent an incident (both
of which are required in a WISP), may persuade a court
to dismiss an action. In one case, several tapes contain-
ing protected information, including medical records
and social security numbers, were stolen.’® Yet, the court

determined that the plaintiffs had not suffered an injury-
in-fact because defendant’s practice of storing encrypted
data on tapes made it unlikely the attacker would be able
to “open and decipher” the stolen information.’” In an-
other case, the court found that even though unencrypted
customer data was stolen, the company had not violated
its duty of reasonable care.’® The court reasoned the event
was unforeseeable, and that defendant acted reasonably
by “transmitt[ing} and us[ing] data in accordance” with
its WISP."

Lawyers Provide Even More Protection by
Protecting Your WISP

Legal counsel is an integral part of the WISP creation
process because the utilization of legal advice in con-
nection with the WISP creates an argument that at least
some aspects of the process are shielded from disclosure
in litigation because of the attorney-client privilege or
attorney work product doctrine. Where a lawyer needs
outside help to provide effective consultation to the law-
yer’s client, the attorney-client privilege may attach.? To
be covered by the doctrine, a document must have “been
prepared in anticipation of litigation by or for a party, or
by the party’s representative.”?! The doctrine protects
an attorney’s mental impressions, which receive virtu-
ally unlimited protection, and work product.® Both the
attorney-client privilege and attorney work product can
be waived.® As constructing a WISP requires a thorough
review of a company’s procedures and technical prac-
tices, coumnsel should take every precaution to preserve
a company’s potential claims of privilege and wark
product.

Condusion

While technology continues to evolve, so will the
complexities of a company’s cybersecurity obligations.
It will not be long before all companies are subjected to
at least some form of cybersecurity compliance. Having
a properly drafted WISP can help your business comply
with this ever-changing legal environment.
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