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Data breaches at large 
companies like Tar-
get and Michaels grab 

headlines, but that doesn’t 
mean small businesses aren’t 
at risk. 

A recent Symantec survey 
found that 30 percent of target-
ed cyber-attacks in 2013 were 
aimed at small businesses, 
and targeted attack campaigns 
grew 91 percent, year over 
year, across all industry sizes. 

“A lot of small businesses get 
lulled into a false sense of se-
curity,” says Brian Burch, vice 
president of global consumer 
and small-business marketing 
at Mountain View, California-
based Symantec, which special-
izes in information protection. 

Small businesses are often 
seen as easy targets and can 
also be viewed as a gateway 
to gain access to a larger com-
pany’s data, says Burch. Many 
small businesses are suppliers 
to larger companies, and hack-
ing into them to gain access to 
a corporate giant can be easier 

than hacking into the big com-
pany itself, he explains. 

A Pennsylvania heating and 
air-conditioning contractor 
may have provided the open-
ing that hackers exploited in 
last year’s massive breach of 
Target’s computer network. 

Data breaches expensive
“It’s way past the time that 

you could put your head in the 
sand,” says Steve Rubin, a part-

ner and co-chair of the new cy-
bersecurity practice at Moritt 
Hock & Hamroff LLP in Gar-
den City. “If you’re not protect-
ing your business, you could go 
out of business.”

He says the new practice, 
which launched in January, 
took shape as he monitored the 
trends and “saw a lot more data 
breaches — and how problem-
atic and expensive they can be 
for businesses.”
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Steve Rubin, a partner and co-chair of the new cybersecurity practice at Moritt Hock & Hamroff LLP 
in Garden City, warns: “If you’re not protecting your business, you could go out of business.”
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Data breaches at large
companies like Target
and Michaels grab head-

lines, but that doesn’t mean
small businesses aren’t at risk.
A recent Symantec survey

found that 30 percent of target-
ed cyber-attacks in 2013 were
aimed at small businesses, and
targeted attack campaigns
grew 91 percent, year over
year, across all industry sizes.
“A lot of small businesses
get lulled into a false sense of
security,” says Brian Burch,
vice president of global con-
sumer and small-business mar-
keting at Mountain View, Cali-
fornia-based Symantec, which
specializes in information pro-
tection.
Small businesses are often
seen as easy targets and can
also be viewed as a gateway to
gain access to a larger compa-
ny’s data, says Burch. Many
small businesses are suppliers
to larger companies, and hack-
ing into them to gain access to
a corporate giant can be easier
than hacking into the big com-
pany itself, he explains.
A Pennsylvania heating and

air-conditioning contractor
may have provided the open-
ing that hackers exploited in
last year’s massive breach of
Target’s computer network.

Data breaches expensive
“It’s way past the time that

you could put your head in the
sand,” says Steve Rubin, a part-
ner and co-chair of the new cy-
bersecurity practice at Moritt
Hock & Hamroff LLP in Gar-
den City. “If you’re not protect-
ing your business, you could
go out of business.”
He says the new practice,
which launched in January,
took shape as he monitored the

trends and “saw a lot more data
breaches—andhowproblemat-
ic and expensive they can be for
businesses.”
The most common types of
attacks against small businesses
in 2013 were spear-phishing, in
which a legitimate-looking
email contains a link or attach-
ment that launches a virus, mal-
ware or spyware, and ransom-
ware, a type of malware that re-
stricts access to your computer
and demands a ransom or fine
bepaid to restore access, theSy-
mantec survey found.
The first instinct when a
breach occurs is to call in a
tech company, says Rubin. But
he advises clients to call legal
counsel first, because anything
the tech firm uncovers is “po-
tentially discoverable in a liti-
gation.” If you call an attorney
first, the attorney could hire
the tech consultant on your be-
half, and the information he or
she receives could potentially
be protected under attorney-
client privilege, he notes.
If customer data is exposed,
a company should be able to
show it took reasonable mea-
sures to protect that data,
Rubin says. “You need to be

able to say ‘We did the best we
could in light of the sensitivity
of our data and the potential
for a breach.’ ”
Also consider getting cyber-
security insurance, which
could help cover expenses
such as legal fees, he notes.

Ways to secure networks
But how do you protect
your firm from suffering a
breach in the first place?
Do a cybersecurity audit,
says Rubin. Identify where
your sensitive data is and who
has access to it, both internally
and externally, to assess vul-
nerabilities.

Keep operating systems cur-
rent with the latest security
products and updates includ-
ing anti-virus and anti-mal-
ware programs, says John
Gonzales, director of engineer-
ing and support services at A+
Technology and Security Solu-
tions in Bay Shore. The compa-
ny’s security systems canmon-
itor for physical breaches, but
also can detect cyberbreaches
in client companies’ computer
networks, says A+ president
David Antar.
It’s important that compa-

nies secure their networks in-
ternally as well as externally,
to avoid employee-triggered
breaches, he says.
Limit access to data to em-
ployees who need it. Keep
passwords secure and not easy
to guess, notes Gonzales. And
don’t skimp on firewall protec-
tion, he says.
Keep sensitive data encrypt-

ed, adds Burch. Inexpensive
encryption programs are avail-
able that make data difficult to
read if hacked.
And educate employees to
watch for fraudulent emails
and not open suspicious attach-
ments or links, says Gonzales.
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U.S. employers advertised
slightly fewer jobs and slowed
hiring a bit in March, though
the declines came after healthy
gains the previous month. The
figures suggest the job market
is improving in fits and starts.
Employers posted 4 million
jobs in March, down 2.7 per-
cent from February, the Labor
Department said. But Febru-
ary’s total nearly matched No-
vember’s for the highest level
of openings since January
2008, when the Great Reces-
sion was just beginning.
The report last week also re-
vised February’s data for hiring
and quits much higher, indicat-
ing the job market was in bet-
ter shape that month than ini-
tially estimated.
It’s a good sign when more
people quit their jobs, because
most people do so to take a
new position, frequently at
higher pay. Quitting also opens
up a position that someone out
of work can take. The number
of people quitting their jobs in
both February and March
reached the highest level since
July 2008, the report said.
Janet Yellen, chair of the Fed-
eral Reserve, has said the cen-
tral bankmonitors the job open-
ings, quits and hiring figures as
key indicators of the job mar-
ket’s health.
There are about 2.6 unem-
ployed Americans for each
open job, the report shows.
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for the daily business

newsletter.
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room rate at hotels

on Long Island

Source: March 2014 data from
Smith Travel Research
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TAKING STEPS TO

Survey: 30%of
attacks targeted
small businesses

cybersecurity$125.21

Steve Rubin, a partner and co-chair of the new cybersecurity practice at Moritt Hock & Hamroff
LLP in Garden City, warns: “If you’re not protecting your business, you could go out of business.”

94%

Percent of small firms that
say they’re very or some-
what concerned about
cybersecurity, while 1 in 4
have little to no understand-
ing of cybersecurity issues.

Source: National Small Business Association
2013 Small Business Tech Survey
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Data breaches at large
companies like Target
and Michaels grab head-

lines, but that doesn’t mean
small businesses aren’t at risk.
A recent Symantec survey
found that 30 percent of target-
ed cyber-attacks in 2013 were
aimed at small businesses, and
targeted attack campaigns
grew 91 percent, year over
year, across all industry sizes.
“A lot of small businesses
get lulled into a false sense of
security,” says Brian Burch,
vice president of global con-
sumer and small-business mar-
keting at Mountain View, Cali-
fornia-based Symantec, which
specializes in information pro-
tection.
Small businesses are often
seen as easy targets and can
also be viewed as a gateway to
gain access to a larger compa-
ny’s data, says Burch. Many
small businesses are suppliers
to larger companies, and hack-
ing into them to gain access to
a corporate giant can be easier
than hacking into the big com-
pany itself, he explains.
A Pennsylvania heating and
air-conditioning contractor
may have provided the open-
ing that hackers exploited in
last year’s massive breach of
Target’s computer network.

Data breaches expensive
“It’s way past the time that

you could put your head in the
sand,” says Steve Rubin, a part-
ner and co-chair of the new cy-
bersecurity practice at Moritt
Hock & Hamroff LLP in Gar-
den City. “If you’re not protect-
ing your business, you could
go out of business.”
He says the new practice,
which launched in January,
took shape as he monitored the

trends and “saw a lot more data
breaches—andhowproblemat-
ic and expensive they can be for
businesses.”
The most common types of
attacks against small businesses
in 2013 were spear-phishing, in
which a legitimate-looking
email contains a link or attach-
ment that launches a virus, mal-
ware or spyware, and ransom-
ware, a type of malware that re-
stricts access to your computer
and demands a ransom or fine
bepaid to restore access, theSy-
mantec survey found.
The first instinct when a
breach occurs is to call in a
tech company, says Rubin. But
he advises clients to call legal
counsel first, because anything
the tech firm uncovers is “po-
tentially discoverable in a liti-
gation.” If you call an attorney
first, the attorney could hire
the tech consultant on your be-
half, and the information he or
she receives could potentially
be protected under attorney-
client privilege, he notes.
If customer data is exposed,
a company should be able to
show it took reasonable mea-
sures to protect that data,
Rubin says. “You need to be

able to say ‘We did the best we
could in light of the sensitivity
of our data and the potential
for a breach.’ ”
Also consider getting cyber-
security insurance, which
could help cover expenses
such as legal fees, he notes.

Ways to secure networks
But how do you protect
your firm from suffering a
breach in the first place?
Do a cybersecurity audit,
says Rubin. Identify where
your sensitive data is and who
has access to it, both internally
and externally, to assess vul-
nerabilities.

Keep operating systems cur-
rent with the latest security
products and updates includ-
ing anti-virus and anti-mal-
ware programs, says John
Gonzales, director of engineer-
ing and support services at A+
Technology and Security Solu-
tions in Bay Shore. The compa-
ny’s security systems canmon-
itor for physical breaches, but
also can detect cyberbreaches
in client companies’ computer
networks, says A+ president
David Antar.
It’s important that compa-

nies secure their networks in-
ternally as well as externally,
to avoid employee-triggered
breaches, he says.
Limit access to data to em-
ployees who need it. Keep
passwords secure and not easy
to guess, notes Gonzales. And
don’t skimp on firewall protec-
tion, he says.
Keep sensitive data encrypt-

ed, adds Burch. Inexpensive
encryption programs are avail-
able that make data difficult to
read if hacked.
And educate employees to
watch for fraudulent emails
and not open suspicious attach-
ments or links, says Gonzales.
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The report last week also re-
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tially estimated.
It’s a good sign when more
people quit their jobs, because
most people do so to take a
new position, frequently at
higher pay. Quitting also opens
up a position that someone out
of work can take. The number
of people quitting their jobs in
both February and March
reached the highest level since
July 2008, the report said.
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Data breaches at large
companies like Target
and Michaels grab head-

lines, but that doesn’t mean
small businesses aren’t at risk.
A recent Symantec survey
found that 30 percent of target-
ed cyber-attacks in 2013 were
aimed at small businesses, and
targeted attack campaigns
grew 91 percent, year over
year, across all industry sizes.
“A lot of small businesses
get lulled into a false sense of
security,” says Brian Burch,
vice president of global con-
sumer and small-business mar-
keting at Mountain View, Cali-
fornia-based Symantec, which
specializes in information pro-
tection.
Small businesses are often
seen as easy targets and can
also be viewed as a gateway to
gain access to a larger compa-
ny’s data, says Burch. Many
small businesses are suppliers
to larger companies, and hack-
ing into them to gain access to
a corporate giant can be easier
than hacking into the big com-
pany itself, he explains.
A Pennsylvania heating and
air-conditioning contractor
may have provided the open-
ing that hackers exploited in
last year’s massive breach of
Target’s computer network.

Data breaches expensive
“It’s way past the time that

you could put your head in the
sand,” says Steve Rubin, a part-
ner and co-chair of the new cy-
bersecurity practice at Moritt
Hock & Hamroff LLP in Gar-
den City. “If you’re not protect-
ing your business, you could
go out of business.”
He says the new practice,
which launched in January,
took shape as he monitored the

trends and “saw a lot more data
breaches—andhowproblemat-
ic and expensive they can be for
businesses.”
The most common types of
attacks against small businesses
in 2013 were spear-phishing, in
which a legitimate-looking
email contains a link or attach-
ment that launches a virus, mal-
ware or spyware, and ransom-
ware, a type of malware that re-
stricts access to your computer
and demands a ransom or fine
bepaid to restore access, theSy-
mantec survey found.
The first instinct when a
breach occurs is to call in a
tech company, says Rubin. But
he advises clients to call legal
counsel first, because anything
the tech firm uncovers is “po-
tentially discoverable in a liti-
gation.” If you call an attorney
first, the attorney could hire
the tech consultant on your be-
half, and the information he or
she receives could potentially
be protected under attorney-
client privilege, he notes.
If customer data is exposed,
a company should be able to
show it took reasonable mea-
sures to protect that data,
Rubin says. “You need to be

able to say ‘We did the best we
could in light of the sensitivity
of our data and the potential
for a breach.’ ”
Also consider getting cyber-
security insurance, which
could help cover expenses
such as legal fees, he notes.

Ways to secure networks
But how do you protect
your firm from suffering a
breach in the first place?
Do a cybersecurity audit,
says Rubin. Identify where
your sensitive data is and who
has access to it, both internally
and externally, to assess vul-
nerabilities.

Keep operating systems cur-
rent with the latest security
products and updates includ-
ing anti-virus and anti-mal-
ware programs, says John
Gonzales, director of engineer-
ing and support services at A+
Technology and Security Solu-
tions in Bay Shore. The compa-
ny’s security systems canmon-
itor for physical breaches, but
also can detect cyberbreaches
in client companies’ computer
networks, says A+ president
David Antar.
It’s important that compa-

nies secure their networks in-
ternally as well as externally,
to avoid employee-triggered
breaches, he says.
Limit access to data to em-
ployees who need it. Keep
passwords secure and not easy
to guess, notes Gonzales. And
don’t skimp on firewall protec-
tion, he says.
Keep sensitive data encrypt-

ed, adds Burch. Inexpensive
encryption programs are avail-
able that make data difficult to
read if hacked.
And educate employees to
watch for fraudulent emails
and not open suspicious attach-
ments or links, says Gonzales.
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of people quitting their jobs in
both February and March
reached the highest level since
July 2008, the report said.
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The most common types of 
attacks against small business-
es in 2013 were spear-phishing, 
in which a legitimate-looking 
email contains a link or attach-
ment that launches a virus, mal-
ware or spyware, and ransom-
ware, a type of malware that 
restricts access to your com-
puter and demands a ransom or 
fine be paid to restore access, 
the Symantec survey found. 

The first instinct when a 
breach occurs is to call in a 
tech company, says Rubin. But 
he advises clients to call legal 
counsel first, because any-
thing the tech firm uncovers 
is “potentially discoverable in 
a litigation. “ If you call an at-
torney first, the attorney could 

hire the tech consultant on your 
behalf, and the information he 
or she receives could potential-
ly be protected under attorney-
client privilege, he notes. 

If customer data is exposed, 
a company should be able to 
show it took reasonable mea-
sures to protect that data, Ru-
bin says. “You need to be able 
to say ‘We did the best we 
could in light of the sensitivity 
of our data and the potential 
for a breach.’ ”

Also consider getting cyber-
security insurance, which could 
help cover expenses such as 
legal fees, he notes. 

Ways to secure networks
But how do you protect your 

firm from suffering a breach in 
the first place? 

Do a cybersecurity audit, says 
Rubin. Identify where your sen-
sitive data is and who has access 
to it, both internally and exter-
nally, to assess vulnerabilities. 

Keep operating systems cur-
rent with the latest security 
products and updates includ-
ing anti-virus and anti-malware 
programs, says John Gonzales, 
director of engineering and sup-
port services at A+ Technology 
and Security Solutions in Bay 
Shore. The company’s security 
systems can monitor for physi-
cal breaches, but also can detect 
cyberbreaches in client compa-
nies’ computer networks, says 
A+ president David Antar. 

It’s important that compa-
nies secure their networks in-
ternally as well as externally, 
to avoid employee-triggered 
breaches, he says. 

Limit access to data to em-
ployees who need it. Keep 
passwords secure and not 
easy to guess, notes Gonzales. 
And don’t skimp on firewall 
protection, he says. 

Keep sensitive data encrypt-
ed, adds Burch. Inexpensive 
encryption programs are avail-
able that make data difficult to 
read if hacked. 

And educate employees to 
watch for fraudulent emails 
and not open suspicious 
attachments or links, says 
Gonzales. 
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